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Abstract

Background Home-based health technologies for paediatric palliative care have great potential to improve care

for children, caregivers, healthcare professionals, and health systems. However, no systematic reviews have directly
addressed the intersections among the ethical, legal, and social aspects of these technologies for paediatric palliative
care. The objective of this systematic review was to identify and analyse the ethical, legal, and social aspects of health
technologies for home-based paediatric palliative care.

Methods We have conducted a systematic review, inspired by the framework suggested by McCullough. We
registered the review protocol in PROSPERO (CRD42024496034) and conducted a systematic search in six databases
(ASSIA, Cinahl, Embase, Medline, Psycinfo, and Web of Science) on 27 November 2023 to identify relevant studies.
Pairs of authors independently assessed the eligibility of the studies and extracted data. The eligible studies employed
a range of different methods from randomised controlled trials to usability studies. We then synthesised the data
according to the ethical, legal and social aspects of the technologies.

Results Overall, our search resulted in 9,545 reports, which were screened after deduplication. The quality of the
reports was assessed according to being published in peer reviewed journals. Fifteen reports were included, which
showed that the main ethical issues are harm reduction, improved services, agency and autonomy, trust and
empowerment. The main legal aspects are privacy equal access to care, participation in decisions and standardisation.
The main social issues are cost reduction, transformation of family relations and novel modes of communication.
Health technologies have the potential to alleviate burdens and improve the quality of care for children in paediatric
palliative care and their families, but they also create novel burdens through constant reporting requirements

and the vulnerability of some health technologies to technological malfunction. Nevertheless, they can increase
family inclusion and children’s autonomy and participation, thus empowering children, particularly through
co-development of solutions. Furthermore, studies have indicated that health technologies themselves may have
positive effects on children’s health. The legal aspects of health technologies pertain to privacy and control over one's
health information and equitable access to care and participation in care, while social issues can potentially reduce
costs for health systems but also involve novel costs.

*Correspondence:
Heidi Holmen
heidiho@oslomet.no

Full list of author information is available at the end of the article

© The Author(s) 2025. Open Access This article is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
International License, which permits any non-commercial use, sharing, distribution and reproduction in any medium or format, as long as you
give appropriate credit to the original author(s) and the source, provide a link to the Creative Commons licence, and indicate if you modified the

licensed material. You do not have permission under this licence to share adapted material derived from this article or parts of it. The images or
other third party material in this article are included in the article’s Creative Commons licence, unless indicated otherwise in a credit line to the
material. If material is not included in the article’s Creative Commons licence and your intended use is not permitted by statutory regulation or
exceeds the permitted use, you will need to obtain permission directly from the copyright holder. To view a copy of this licence, visit http:/creati
vecommons.org/licenses/by-nc-nd/4.0/.


http://creativecommons.org/licenses/by-nc-nd/4.0/
http://creativecommons.org/licenses/by-nc-nd/4.0/
http://crossmark.crossref.org/dialog/?doi=10.1186/s12904-025-01774-7&domain=pdf&date_stamp=2025-5-15

Bjornerud et al. BMC Palliative Care (2025) 24:139

Page 2 of 14

smartphones, and their impacts on families.
PROSPERO reference CRD42024496034.

Systematic review, Telehealth

Conclusion The reviewed studies concerning the co-development of health technologies reported increased
benefits in terms of health, agency, well-being, and strengthened children’s rights in home-based paediatric palliative
care. However, the social dimensions of such technologies can lead to both public savings and reconfiguration of
family constellations. We recommend that future researchers consider privacy, the formal dimensions of apps and

Keywords E-health, Ethical, legal, and social aspects, Home-based health technologies, Paediatric palliative care,

Background

PPC aims to improve or preserve the quality of life (QoL)
of children with life-limiting (LL) or life-threatening (LT)
conditions and their families [1]. All children with LL or
LT conditions should be offered PPC [2], which is ori-
ented towards children’s often complex needs, including
their clinical, psychological, social, spiritual, family, com-
munication, and ethical needs [2].

A central tenet of PPC is that children should be cared
for at home whenever possible [2] and home is often the
preferred place for families to receive care [3]. However,
home-based PPC creates many challenges for children,
their families, and healthcare services, including strug-
gles in coordinating care for children and securing appro-
priate support from adequately skilled staff with relevant
experience [1]. Home-based health technologies, alone or
in combination, can address and alleviate such challenges
[4, 5]. Despite various understandings of what consti-
tutes telehealth, medical technologies, health technolo-
gies, and assistive technologies [6], ‘health technologies’
is a term describing a high-order phenomenon encom-
passing and including all digital technologies introduced
and applied to care for children in PPC [7]. Bradford et
al. [4], in a systematic review that had a primary orien-
tation towards PPC but also included adult focussed
studies, found that different forms of health technology
solutions had no negative effects and could have posi-
tive effects on QoL and anxiety. In addition, health tech-
nologies may increase access to care if families reside
far from healthcare services, and they can also increase
collaboration between families and HCPs. Furthermore,
they allow children to be more active participants in their
own care and decisions regarding themselves. They can
also facilitate the visualisation of health characteristics or
needs and the details of treatments or procedures, thus
enhancing the quality of care [4, 8, 9]. However, home-
based health technologies can be burdensome if they
malfunction, do not meet the needs of children and their
families, and/or pose challenges in meeting privacy reg-
ulations during their use for home-based PPC [4, 8, 9].
Moreover, health technologies may have unforeseen con-
sequences—positive or negative [10].

Although attention has been paid to people’s experi-
ences and the outcomes of these technologies, there
have been calls for greater consideration of their ethi-
cal, legal, and social aspects (ELSA). These aspects have
been central to the overall field of health technologies
for more than two decades [11-14]. ELSA emerged in
the 1990s and was initially connected to emerging sci-
ence and technology fields, such as genetic modification,
nanotechnology, brain research, and precision medicine
[15-18]. However, more recently, there has been a move
towards more specific applications [19, 20]. The core aim
of ELSA studies is to integrate the three previously dis-
tinct ethical, social, and legal disciplines that were stud-
ied in silos and to perceive the interplays among them
[18]. These studies have been so successful that we now
experience difficulties separating these previously clearly
differentiated spheres [21]. The social dimension of PPC
typically relates to welfare and economic factors, the legal
dimension relates to issues of justice and fairness, and the
ethical dimension comprises four principles—the best
interest, risk—benefit proportionality, distributive justice,
and autonomy principles [2]. There are concerns cut-
ting across the ethical, social, and legal disciplines, such
as privacy, information security, and how to integrate
the above-mentioned changes into healthcare systems
and the evaluation of such interventions [22, 23]. Thus,
an ELSA framework appears relevant for addressing the
normative issues involved in PPC.

Many reviews have considered ELSA in home-based
health technologies, especially those designed for older
adults who wish to continue living at home [25, 26].
These studies have typically focused on privacy, auton-
omy, equal access, anti-discrimination (ageism), trust,
stigma, the medicalisation of the home, human vs.
machine interactions, individual users vs. the general
image of a user, and responsibility [27-29].

There has not been any reviews on ELSA in PPC, but
some reviews have addressed aspects of ELSA in adult
palliative care [30-33]. Demiris et al. [30, 31] examined
issues including information security, informed con-
sent, equal access, autonomy vs. dependence, the lack of
human touch, the medicalisation of the home, and the
usability of telehealth solutions in adult palliative care. In
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addition, the moral relevance of the family and the chal-
lenges of articulating this relevance have received atten-
tion [34, 35]. Recently, Steindal et al. [33] discussed the
importance of making autonomous choices, achieving
psychological and physiological relief, collecting and pre-
senting meaningful data to users, and equity in adapting
health technology solutions to users.

Currently, there is significant concern regarding the
ELSA of children’s interactions with digital online tech-
nologies [36, 37], and some attention has been paid to
the use of technologies for gamifying healthy behaviours
among children [38] or facilitating participation and
communication [39]. In a discussion over ethical prin-
ciples for digital PPC, Garani-Papadatos et al. [32] con-
sidered rights such as autonomy, privacy, fairness, and
well-being.In addition, some studies on paediatric home-
based health have addressed issues of access, quality, and
family-centricity, but they have paid less attention to
effectiveness, efficiency, safety, and equity [40].

In the field of palliative care, much attention has been
oriented towards HCPs. In a systematic review of HCPs’
practical experiences of ethical challenges in specialist
palliative care, Schofield et al. [41] identified challenges
in applying the principles of autonomy, dignity, and
equity. Furthermore, the researchers found that in deliv-
ering care to patients and their families, HCPs experi-
enced value conflicts with both their institutions and the
wider society. Regarding health technologies for home-
based PPC, HCPs have claimed that the value of care and
services is influenced by technology [7]. Furthermore, the
development and testing of health technologies poses a
dilemma in ensuring the best possible care for all chil-
dren while conducting randomised controlled trials
(RCTs) [8]. However, no systematic reviews have directly
addressed the intersections among ELSA of health tech-
nologies for home-based PPC. Children have a right to
participate in society—and, consequently, in research
[42]—but with due attention to the ethics and provision
of proper care for children [32].

Objective

The objective of this systematic review was to analyse the
ELSA of health technologies for home-based PPC based
on the following research questions:

1. What are the ELSA of health technologies for home-
based PPC?

2. What are their implications for the future
development of digital solutions for home-based
PPC?
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Methods

In this systematic review, we took as a point of departure
the framework developed by McCullough et al. [43]: We
modified point 3) to “Assess the adequacy of the ethical
issues of the reports identified’, which will be the topic of
our discussion. The four stages are thus:

1. Identify a focused question.

2. Conduct a literature search using key terms relevant
to the focused question.

3. Assess the adequacy of the ethical issues of the
reports identified.

4. Identify the conclusions drawn in each report and
whether they apply to the focused question.

Before performing the review, we searched for similar
reviews in the International prospective register of sys-
tematic reviews (PROSPERO) and registered the review
protocol in PROSPERO (CRD42024496034). Devia-
tions from the protocol are described in Supplementary
File 2. The review is reported according to the Preferred
Reporting Items for Systematic reviews and Meta-Analy-
ses (PRISMA [44]).

Eligibility criteria

Table 1 shows the eligibility criteria based on the popula-
tion, concept, and context framework [45] as well as the
type of study, language, and study period.

The choice of languages was based on the authors’
understanding of these languages. We chose this period
to identify up-to-date, relevant ELSA of health technolo-
gies that can inform future research and the development
of health technologies and services.

Search strategy
We performed a comprehensive search on 27 Novem-
ber 2023 in the ASSIA, Cinahl, Embase, Medline, Psy-
cInfo, and Web of Science databases pertaining to health,
children, and health technologies, which were the focus
of this review. The search strategy was developed in
Medline by two academic librarians (Elisabeth Karlsen
& Ingjerd L. @demark) with expertise in systematic
searches of medical research databases in collaboration
with the research team members EB, SAS, and HH. EB
and SAS piloted the search strategy, and the final search
is described in Supplementary File 3.

We excluded grey literature because our aim was
to identify and explore only peer-reviewed published
studies.

Selection of studies

We transferred the identified publications to EndNote
to remove duplicates and then transferred them to the
Covidence webtool [46]. Covidence ensured blinding of
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Criterion Inclusion Exclusion
Population  Children aged 0-18 years with a LL and/or LT conditions in need of PPC, their families, HCPs, Adults aged 19 years or older, children
social workers, and teachers. with chronic or long-term illnesses not
in need of PPC, and cancer survivors.
Concept Use of health technologies for PPC with or without interactions between children and/or
families with healthcare or social care providers or teachers.
Relevant papers need to include ELSA (i.e. papers pertaining to explicit value discussions,
official legal frameworks, and/or ties to social institutions outside the home) that are reported
as findings.
Context Home-based care. Outside home-based care.
A home may also be an institution that is regarded as the child's home.
Types of Empirical studies regardless of design published in peer-reviewed journals. Any reviews, conference abstracts, con-
literature ference proceedings, study protocols,
guidelines, position papers, discussion/
theoretical papers, reports, PhD or
master’s theses, letters, comments,
editorials, books, or book chapters.
Language Studies limited to papers published in the Danish, English, Norwegian, Swedish, French, and

[talian languages.

Time period  Studies published between January 2013 and November 2023

the study selection process and that two authors inde-
pendently assessed all the publications. Seven authors
screened the titles and abstracts independently, and con-
flicts among the authors were resolved by EB and HH.
In the second assessment round, the same authors inde-
pendently read the full texts of the publications. Again,
conflicts among the authors were resolved by the same
authors.

Data extraction

There are no established methods for ELSA studies
or ethics for related data extraction [47]. As a point of
departure, we took the questions developed by Hof-
mann et al. [48] for the assessment of health technologies
according to their purposes understood as communica-
tion, compensation, help in everyday tasks, monitoring,
treatment, entertainment and social support. To ensure
coherence in the data extraction process, we took inspi-
ration from a recently developed overview of the field, as
illustrated in Fig. 1 [24].

The authors HH and EB collected all the reports for
the full-text review and read them. First, EB established
a data extraction table with specific report identifiers,
including the study number, author(s), year, country, type
of study, participants, methodology used, and the ELSA
identified and discussed in the reports. The included
studies were primary ELSA studies regarding health
technologies for home-based PPC (not general studies on
health technologies for home-based PPC). EB extracted
data from the results, discussion, and/or conclusion sec-
tions of the reports, while HH checked the data accuracy
against the reports.

Quality appraisal

Quality appraisals of ELSA studies are challenging due
to the diversity of accepted methods and disciplinary
paradigms. We applied the so-called satisficing approach
which has as its quality indicator that the studies are pub-
lished in channels with an editor(ial team) and academic
peer review [47, 49]. All of the studies in this review met
this criterion.

Synthesis methodology

The synthesis for this review was informed by the ELSA
framework. In line with other studies, we did not estab-
lish specific a priori themes prior to the data extraction
[19, 50, 51]. Rather, EB and HH read the full papers, using
the ELSA in a box framework (Fig. 1) [24] as a heuris-
tic, and we identified ELSA-relevant assumptions, prac-
tices, findings, and conclusions and placed them under
separate headings for ‘Ethical; ‘Social, and ‘Legal’ issues.
Consequently, the ELSA perspective provided the frame-
work for a deductive analysis. In the next step, we identi-
fied commonalities among the findings under these three
headings. Based on the data in each aspect we inductively
redefined and revised the name of the themes. Thus, our
analysis leaned towards an inductive practice, as we con-
sidered both unique and generalisable findings in each
report. We presented a preliminary analysis at a meeting
with all the authors present, at which we discussed the
process and findings. When the analysis had been com-
pleted, each of the three ELSA categories was described
in a synthesised text for presentation, overseen by BH.
To the fullest extent possible, we assigned these find-
ings to well-known topics (avoid or reduce harm, ben-
efits, agency, autonomy, empowerment, privacy, just or
fair care, and beneficence) based on a discussion of the
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Technology aspects:

robustness, safety, effectiveness,
efficiency, reliability, etc.
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Ethical aspects:

values, dignity, autonomy, fairness,
well-being, no harm, freedom,
agency, control, responsibility, etc.

ELSA

Legal aspects:

legislation, legality, necessity,
subsidiarity, proportionality, privacy,
non-discrimination, equity,
accountability, etc.

Fig. 1 'ELSA in a box'[24]

respective disciplines [52] as presented in the introduc-
tion to this article.

Results

Publication selection process

Characteristics of the included reports

We identified 15,616 citations through searches (Fig. 2).
After deduplication, 9,545 reports remained, and after
the title and abstract screening, we evaluated 125 full-
text reports. Ultimately, 15 reports were included.

Characteristics of publications

Among the included reports, seven of the studies were
from before 2020 and eight from after 2020, as displayed
in Table 2. Nine studies were from North America (USA
[53-57] and Canada [58-61], three were from Europe
(Denmark [62], Ttaly [63] and Germany and the Czech
Republic [64]), one was from Asia (Iran [65]), and the
remaining two were from Australia [66, 67]. The studies
included a wide variety of methods, from observational
studies [54, 63] to RCTs [54, 58], and a range of pilot [53,
60—62], acceptability [57], feasibility [56] and usability
studies [65].

Results of synthesis

Ethical aspects

Several technologies were reported to have the poten-
tial to avoid or reduce harm (e.g. health technologies,

Social aspects:

democratic control, government
oversight, surveillance, support from
society, impact on society and the
environment

including self-management tools, can reduce severe
to moderate pain [54, 59]), and the newer formats that
facilitate contact with HCPs, such as video apps, may
reduce burdens such as the time spent on visits, travel-
ling, reporting, and completing forms [54, 56, 66]. These
activities can constitute health hazards and psychological
burdens for parents and children. Moreover, home-based
multipurpose technologies can prevent gaps or lags in
children’s education [62].

In terms of benefits, in two studies, HCPs received con-
stant reports on changes in patients’ symptoms through a
monitoring app that could provide timely responses [63],
which increased QoL [59] and quality of care [54]. How-
ever, interventions and follow-up for patients depended
on being able to contact them; hence, such follow-up
must not rely entirely on the app, but should be comple-
mented with phone or other means of communication
[59]. Furthermore, this constant reporting could be expe-
rienced as a burden by children who prefer face-to-face
communication with HCPs when they feel sick [60].

There were several obstacles to realising the benefits of
video communication, with HCPs expressing uncertainty
about the quality of care. They cited challenges such as
the loss of personal contact, the absence of non-verbal
and visual cues, and technology failures at critical defi-
ciencies or vulnerabilities [53, 67].

Continuity of contact with dedicated HCP teams in
home settings was valued because it provided continuity
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Studies from databases/registers (n = 9607)

Page 6 of 14

References removed (n = 62)

Duplicates identified manually (n = 21)
Duplicates identified by Covidence (n = 41)

Studies screened (n = 9545)
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Studies included in review (n = 15)

Fig. 2 Flowchart of the search and screening process

for whole families as well as HCPs and consequently
increased trust when done well [61, 66, 67]. However, not
all regular contact was universally experienced as helpful,
such as in the case of parents who received weekly fatigue
symptom reports that were meant as facilitating for dia-
logue with HCPs, even though most appreciated these
reports [56].

Some reports touched upon what digital solutions
contribute or add to interactions among children, their
families, and HCPs in terms of agency and autonomy
[57, 60, 62, 67]. Some aspects of the technologies that
affected children’s agency were identified in the reports
[53, 55, 59, 61, 62, 64]. For many children, solutions that
required regular reading sessions in a manner similar to
school were considered unhelpful [58]. Apps developed
with children [53, 55, 59, 61], and gamified content [64]

Wrong setting (n = 18)

Not primary study (n = 24)

Wrong patient population (n = 33)

Outside peer reviewed channel (n = 14)

No substantive contribution to ELSA (n = 20)
Retracted (n = 1)

that comprised interaction and age-appropriate design,
were highlighted as means to engage children in their
own situations and experiences while providing symptom
information to HCPs, children, and caregivers. A tele-
presence robot (i.e. an audio-video device shaped like a
face) fostered children’s feelings of inclusion and partici-
pation while maintaining their educational advancement
[62]. However, the use of telepresence robots for informal
school activities outside the classroom or during move-
ments between classrooms when the robot had to be car-
ried gave rise to feelings of dependence. Although robots
could facilitate care, the disembodied experience seemed
to be underlined by such situations [62].

A theme identified in several of the reports was an exis-
tential understanding of empowerment [57, 62, 67] — in
the sense that the children can create a meaningful future
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Table 2 Characteristics of the included reports (N=15)
Region Author, Design Typeofdata  Sample Aim Technology Ethical Legal Social
Year
Australia  Bradford, Cost-min-  Quantitative Children in PPC Comparison  Remote Reduce Equal Cost saving
Armfield  imisation N=95 of costs video burdens; access;
etal. 2014 analysis (video-consultations) of home consultation increase
[66] vs. video trust;
consultation
Australia Bradford, Qualitative, Qualitative Palliative care clinicians  Investigation Remote Obstacle Privacy; Cost saving
Young et semi- N=10 of home video to quality equal & training;
al. 2014 structured telehealth consultation of care;in-  access; changing
[67] interviews from crease trust; relations;
clinicians’ increased commu-
viewpoints autonomy/ nication
agency; issues
empow-
erment;
contact;
North Breakey — RCT Quantitative Adolescents with cancer  Evaluation of Web-based  Increased Participa-
America etal. 2022 Age: 12-18 years) a self-man- burdens; tion in
[58] N=81 agement decisions
programme
North Fortieret Pilotstudy Quantitative Adolescents with cancer  Evaluation App Obstacle Equal Cost sav-
America al. 2016 Age: 8-18 years) of pain to qual- access; ing; smart-
[53] N=12 management ity of care; phones
engaging
Europe Hoff- Qualita- Qualitative Adolescents with leukae- Investigating App Engaging;  Participa-  Smart-
mann et  tive study; mia or solid cancers the design tionin phones
al. 2021 vignette Age: 6-17 years) process decisions;
[64] usage N=58 standardi-
scenarios sation
North Hunter et Prospec- Quantitative Adolescents undergoing  Efficacy ofa  App Reduce Cost sav-
America al.2020  tive, ob- cancer treatment pain man- harm; ing; smart-
[54] servational Age: 8-18 years agement reduce phones
cohort Intervention N=20 tool burden;
study/RCT Control N=28 increase
quality of
care
North Jibbetal. Parent Mixed Parents of children 2-11  Testingofa  App Engaging Participa-  Changing
America 2023 [55] co-design  Methods years) with cancer pain man- tion in relations
approach N=22 agement decisions;
tool
North Jibbetal. One- Quantitative Adolescents with cancer  Evaluation of App Reduce Participa-
America 2017 [59] group pre/ Age; 12-18 years a pain man- harm; tionin
poststudy N=40 agement increase decisions;
design tool prior to Qol; engag-
an RCT ing; timely
access to
care
North Jibbetal. Qualitative Qualitative Adolescents with cancer  Evaluation App Increased Equal Cost saving
America  2018[60] post pilot Age: 12-18 years of a pain burdens; access;
N=20 manage- increased participa-
ment tool autonomy/  tionin
agency; decisions;
North Laietal.  Feasibility — Quantitative Patients with a cancer Evaluation of Web-based  Reduce Equal
America 2015[56] study diagnosis asymptom  programme  burdens; access;
Age: 7-21 years, monitoring information  participa-
N=57 and report- as burden;  tionin
(and 13 clinicians) ing tool decisions;
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Table 2 (continued)
Region Author, Design Typeofdata Sample Aim Technology Ethical Legal Social
Year
Asia Mehdiza-  Usability Quantitative Adolescents with cancer  Evaluation of App Empower- Smart-
dehetal. study and their parents a self-man- ment; phones
2023 [65] Age: 7-14 agement
Children N=19 tool
Parents N=25
North O'Sullivan Qualitative  Qualitative Children with cancer Evaluation of App increase Privacy Cost saving
America  etal.2018 pilot study Age: 8-18 a symptom trust; & main-
[61] N=20 screening engaging; tenance;
tool participa- smart-
tion; phones
Europe Tiozzoet  Obser- Quantitative Children with hemato-  Evaluation App Improved
al. 2021 vational logic or solid tumours of a pain quality of
[63] prospec- Age: 4-21 manage- care; em-
tive study N=124 ment tool powerment
North Weaver,  Case series. Quantitative Children in home Acceptability Remote increased Equal Cost
America Robinson, hospice for end-of-life of telehealth  video autonomy/  access; saving;
etal. 2020 care+Caregivers+HCP  in homes consultation agency; participa-  changing
[57] Children N=15 empower-  tionin relations
Caregivers N=13 ment; par-  decisions;
HCP=15 ticipation;
increased
burdens
Europe Weibel et Qualitative Qualitative Children with cancerand Exploration ~ Robot/avatar increased Equal Cost saving
al.2020  pilot study their social connections  of social and autonomy/  access; &training
[62] Age: 12-14 academic agency;
Children N=3 connections inclusion;
Parent N=3 through exclusion;
Teacher N=2 an avatar empow-
Peers N=15 presence in erment;
schools contact;
increased
burdens

[68]. The ability to participate in social and educational
activities seems to create a sense of normality for children
[57]. Furthermore, access and frequent contact give chil-
dren and their caregivers a fundamental feeling of being
remembered and knowing what decisions are being made
[62, 67]. When children are allowed to self-report and
engage in their own situations through adapted designs
and questions developed through user participation
[61], they may experience less serious pain [54, 59] and
obtain more timely access to care [59, 63], but with little
direct effect on self-efficacy [59]. The design of apps and
the formulation of questions can be welcoming and pro-
vide a sense of empowerment for children and parents
[65]. However, if the quality of the apps is mainly tested
through time spent on the apps and adherence to digital
solutions [65], the sense of empowerment may be instru-
mentalised for HCPs” purposes. Furthermore, reporting
can be experienced as overwhelming or structured for
the HCPs’ sakes [57, 58, 60, 62].

Legal aspects
One of the central aspects of autonomy is privacy, under-
stood as the right to control who has access to and can

use personal information about a child—families or
HCPs [69]. One central new issue with apps is the storage
of information and its transmission between children and
their HCPs [61, 67]. In terms of privacy, there is a differ-
ence between self-reporting though apps and video con-
ferences in the home. In the first case, other than being
asynchronous, the child (or the parent) has improved
control over who has access, which enhances autonomy.
Being able to control who knows something about a per-
son is also a way to control who influences that person’s
actions. In the second case, it is more challenging to have
such control [67]. In addition, during video conferences,
it can be difficult to know who is visiting who and, conse-
quently, whether the patient or the HCP should steer the
session [67].

Several studies have emphasised that the transfer to
health technologies for PPC enhanced both access to ser-
vices and the continuity of such services, which increased
equity [53, 57, 66, 67]. However, being given access to the
same service does not mean that different children and
families receive just or fair care since families also need
access to digital infrastructure [67]. Children and families
have different needs and preferences regarding how and
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when apps report back to them [56, 60]. When linking
schools to these care services, the competencies of the
staff and the social environment become central factors
in determining how equitable the services are [62].

A different aspect of justice underlying some of the
reports was children’s and families’ participation in the
planning and delivery of care or services through apps
[56-58, 64]. A central component of such participation
is prospective users’ or user groups’ involvement in the
design and development of apps [55, 59, 60].

One report discussed the importance of aiming for a
conformité européenne (CE) mark as a seal of approval for
medical devices and developed apps [64]. However, we
found no similar discussions in the other reports.

Social aspects

The included reports listed beneficence among the eco-
nomic benefits of health systems for families in terms
of time, money, and resources [53, 54, 57, 60, 66]. They
also highlighted the costs connected to video consulta-
tion equipment and its development and maintenance
[66]. The training and good practices of HCPs and other
professionals who deal with children are prerequisites
for realising the benefits discussed above [62, 67]. How-
ever, apps with clear health scopes need to be aligned
with health systems, and new costs might be incurred in
maintaining and updating these systems [61].

To some extent, health technologies have transformed
the relationships of parents and/or caregivers of chil-
dren in PPC with children [67]. Registration of a child’s
pain on an app could translate into advice strategies and
provide connections to health services [55]. In addition,
anticipatory pain management can change, adjust, and
calibrate expectations of future health and QoL [57].

Through the apps, parents can gain access to their chil-
dren’s own health assessments, but the design and deliv-
ery modes for such information are critical. One report
documented that 58% of parents found their children’s
own assessments of fatigue helpful, but only 38% found
them helpful in discussions with HCPs, even though the
technical solutions were reported to be user-friendly [56].

For HCPs, video consultations can be challeng-
ing because they provide a limited perspective, relying
mainly on sound and vision, while lacking input from
other senses. This limitation may cause particular diffi-
culties when communicating across cultural, linguistic,
or socioeconomic divides [67]. This difficulty suggested
the need for HCPs to develop compensatory strategies
when care delivery becomes difficult and caring situa-
tions demand some reconfiguration, such as with video
conversations in which HCPs found it valuable to see
children’s full social settings. However, this situation
again created ambivalence regarding whether the HCPs
were in their clinics or visiting [67]. Furthermore, HCPs
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reported that the switch from phone to video caused
inflexibility: phone call follow-ups with patients could be
done in the car or between appointments, while the fixed
scheduling of video conferences reduced flexibility [67].

No reports discussed directly at what age and under
what circumstances children should have their own
smartphones. The reports assumed apps and smart-
phones to be available to 4—21-year-olds [63], 6—17-year-
olds [64], 8-18-year-olds [53, 54, 61], 12—18-year-olds
[59], and from 7 years onward [65].

Discussion

Principal findings

The overall aim of this systematic review was to analyse
the ELSA of health technology for home-based PPC.
Some findings were unsurprising and are receiving due
consideration in research, policy, and practice discus-
sions about health technologies for home-based PPC.
These findings will be briefly summarised before we
address lacunas and issues where more urgent attention
is required.

The studies on health technologies for home-based
PPCs is dominated by socioethical issues regarding how
effectively health apps and solutions co-developed with
children and their parents enhance benefits, autonomy,
and access to services. Furthermore co-development
activities foster empowerment over people’s personal
situations. Moreover, the ethical and legal issue of equita-
ble access to services is a strong driver for moving health
technologies into homes. Attention has also been paid
to ethical and legal risks to autonomy because privacy
is affected when new data layers come between patients
and HCPs.

In the following sections, we will further discuss the
ambivalent socioethical aspects and the potential trans-
formations that may occur when whole families are
included in video communication as opposed to apps that
only target sick children. The socioethical issue of the age
at which children should be introduced to smartphones
was largely ignored in the reviewed reports, and there are
increasing ethical, legal, and social issues related to the
use of apps as health technologies.

The transformative nature of technologies

One issue in the findings that merits further enquiry is
how home-based health technologies transform rela-
tionships between children and their families and HCPs.
These relationships based on technologies and agency for
children should be examined further. In a review con-
ducted by Schroder et al. [7], HCPs reported that digital
communication changed their work and relationships
with care recipients. Verkerk et al. [34, 35] discussed an
‘ethics of families; where the locus of value is in the rela-
tionships between family members. This locus is based
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on the idea that changes in relationships due to increased
family participation through video conferencing, and
reduced family inclusion through apps, may have socio-
ethical effects. Furthermore, as documented regarding
health technologies for PPC and elsewhere, there are dis-
crepancies between patient and proxy reporting [70-72].
Since such issues did not seem to influence the validated
instruments used in the reviewed studies, such as pain
scales [59] or QoL [64], the triangle of self-reporting,
change of agency, and family relationships should be fur-
ther researched.

Introducing smartphones for PPC
A central finding was that none of the included reports
discussed directly at what age and under what circum-
stances children in palliative care should have their
own smartphones. Several research projects have used
smartphones as the delivery mechanism for services,
but regarding the issue of when children should acquire
smartphones, there is a debate about the possibility of
smartphones being obstacles to well-being [37]. The
effects of smartphones on children may be connected to
their social backgrounds [73]. In the reviewed reports,
empowerment and agency as well as participation in
one’s own health and social settings are highlighted when
analysing apps [55—-65, 67]. What might raise concern is
that smartphone usage comes with new uncertainties.
Children with sound networks and good relationships
with their parents are less at risk of smartphone addic-
tion [74]. Social media might have positive networking
effects for adolescents and young adults [75]. However,
while using social media to interact with peers can pre-
vent feelings of isolation, smartphones may make socially
isolated children feel even more isolated [74]. A relevant
issue is that several countries are considering setting age
limits for the use of social media. Recently, Australia
banned social media for children under the age of 16 [76].
Regarding the issue of introducing smartphones to
children, it seems likely that value conflicts will occur
[41]. It is unlikely that any of the current ethical princi-
ples regarding PPC (the best-interest, risk—benefit pro-
portionality, distributive justice, and autonomy principles
[2]) can directly resolve such conflicts. One aspect to
consider in introducing smartphones is children’s digital
literacy rather than their technological mastery and apt-
ness, since young users may be more naive than adults
[77] Other aspects that might be considered are the par-
ents’ or families’ views and values regarding their chil-
dren’s digital lives. Furthermore, if access to care services
depends on smartphones, then health services demand
that children provide personal data to the smartphone
industry. Consequently, future researchers should pay
attention to the role health services should play in intro-
ducing smartphones into the lives of children in PPC, and
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discussions should be raised on this matter in clinical
practice.

ELSA issues with apps

Surprisingly, only two of the included reports discussed
privacy directly. Seen from the ELSA perspective, this
discussion of privacy, especially concerning apps, could
be further developed regarding two different strands of
research. The first strand could involve reflections on the
meaning of privacy in actual cases, which aspects of pri-
vacy are most at risk [69], and whether tools to mitigate
privacy risks are suitable for these cases [78]. A second
strand could involve reflections on current data-shar-
ing laws and regulations (especially in the case of rare
diseases) [16]. Thorogood [79] highlighted that ‘many
patients with rare diseases see the important clinical
and scientific value of data sharing’ (p. 6) [79] and con-
cluded by stressing the importance of finding legal ways
to facilitate international cooperation and data sharing in
an age of increasingly strict data governance legislation.
Recently, suggestions have been made that governments
should actively support data solidarity [80].

A different ELSA issue is that health technology
devices, apps, and solutions should be given formal sta-
tus. Only one of the included reports discussed the value
of aiming for a CE mark as a seal of approval for a medi-
cal device or developed app. This was surprising since the
approval of medical devices according to standards con-
nects to the possibility of including them in health sys-
tems and the overall health economy [81, 82]. Hofmann
et al. [64] stated that they had chosen ‘to avoid claiming a
CE mark for the respective software platform as if it was
a medical device, [although] we acknowledge the value of
such a process and we identify it as a key potential future
step’ In developing their solution, the authors followed
the European Al Guidelines, which state that solutions
must be lawful, ethical, and robust [32]. These guidelines
define robustness as ‘resilience to attack and security, fall
back plan and general safety, accuracy, reliability, and
reproducibility’ [83]. For purchasers, a product without
CE approval as a medical device could easily be perceived
as lacking one or several of these properties. The Euro-
pean Union (EU) AI Act states that medical devices aim-
ing to make decisions for different levels of medical aid
should be classified as ‘high risk’ [84, 85], whereas moni-
toring apps that suggest exercise or diet should be clas-
sified as ‘low risk’ [85]. In this context, apps to support
self-management that delegate some autonomy to the
apps might be required to adhere to the requirements set
out for high-risk use. Consequently, there are two impor-
tant ELSA challenges to consider for further research:

1. At the outset of the development of such self-
management apps, the legal framework must be well
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known, and the suggested app should be located
within this framework.

2. These ambitions should be proportional to
the burdens placed on the participants in the
development (i.e. adhere to the risk—benefit principle
discussed in the PPC literature [2, 86]).

Furthermore, independent studies will be needed on
health technologies for home-based PPC, as well as on
health technologies in general, regarding the relationship
between their intended and actual use [87]. As Weaver et
al. [88] claimed, the notions of burden and benefit are not
well-defined (or understood) for participants in research
in this category. Weaver et al’s [88] point raises the issue
of informed consent in this type of research, since hav-
ing a shared notion of benefits and burdens between
researchers and participants is a basic building block of
mutual trust, communication, and understanding [89].
However, it is important that children receiving PPC be
given opportunities to participate in research [42], and
that healthcare personnel acknowledge the children’s
right to decide for themselves, when they can to ensure
relevant and timely research to the best of future digital
health services.

Strengths and limitations
ELSA of home-based PPC should be considered in light
of broad health systems and modelled accordingly [90].
Understanding ELSA within this context, as suggested by
Boyden et al. [91], would constitute an important contri-
bution to the home technologies for PPC. A strength of
the current review was that the review protocol was reg-
istered in PROSPERO a priori and was performed in line
with acknowledged methodological guidance. The search
strategy was developed in collaboration with research
librarians, and pairs of authors independently assessed
the eligibility of the studies and extracted data. Further-
more, we limited the included reports to peer-reviewed
studies and did not include grey literature or conference
proceedings. A strength of this approach was that the
findings were reliable, although potentially at the cost of
breadth and comprehensiveness. However, it is likely that
issues discussed in the grey literature were also addressed
in peer-reviewed articles, but maybe in more detail in
the grey literature. Since there is no general approach to
ELSA studies and literature reviews, the structuring of
the findings was largely at the discretion of the authors.
However, as an interdisciplinary team, we used our col-
laborative capacities to discuss emerging issues based on
the findings.

A limitation of the review may be that we were unable
to identify all the relevant search terms for health tech-
nologies and PPC. Furthermore, the inclusion criteria
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had some language restrictions. Therefore, some reports
may have been missed.

Conclusion

The central ethical issues found above are co-develop-
ment activities that strengthen all involved parties and
create a solid foundation for improved home-based PPC
for children and their families that strengthens agency
and empowerment. Seen from a legal perspective, such
activities support the right to be active in and have con-
trol over one’s life. The social issues concerning health
technologies for PPC are connected to health econom-
ics on the one hand and internal family dynamics on the
other.

Despite the preoccupation with privacy, there is a
dilemma in this field between the need to protect health
information and keep it secret and the need for data
sharing though health technologies for home-based PPC.
The collection and processing of health data are closely
connected to wider health systems, and this connec-
tion depends on strong quality control and the formal
approval of medical technology. However, there are some
blind spots in this respect, such as the seemingly naive
enthusiasm for apps and smartphones. Thus, continuous
discussion on the ethical, legal and social issues arising
from technology in PPC should be pursued in clinical set-
tings. Quality of care, and children’s and parents’ access
to services and participation in planning care, are high on
the agenda. Seen from an ELSA perspective, the implica-
tions for further research fall into three areas: the intro-
duction of smartphones to support PPC, the sociolegal
requirements for apps used for PPC, and the transforma-
tive character of health technologies.
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